Privacy Statement
(version 1 updated May 2018)

This statement (together with our terms of use and any other documents referred to in it)
sets out the basis on which any personal data we collect from you, or that you provide to us,
will be processed by us. Please read the following carefully to understand our views and
practices regarding your personal data and how we will treat it. By downloading this
document you are accepting and consenting to the practices described in this statement.

This statement will be updated from time to time and the most current version will always be
available on our website (‘our site’).

Who are we?
We are DesignArTech IT Services Ltd and this privacy statement applies to our company in
the UK and internationally. Please click here for further details

For the purpose of the General Data Protection Regulation (Regulation (EU) 2016/679) (the
GDPR), the data controller is DesignArTech IT Services Ltd or the relevant subsidiary as
detailed above.

What is the purpose of this statement?
We are committed to protecting the privacy and security of your personal information.

This privacy statement describes how we collect and use personal information about you
during and after your working relationship with us, in accordance with the General Data
Protection Regulation (GDPR) as updated from time to time. It applies to all clients,
candidates and contractors. Employees of DesignArTech IT Services Ltd should refer to the
Employee Privacy Statement.

We will comply with data protection law. This says that the personal information we hold
about you must be:

1. Used lawfully, fairly and in a transparent way.

2. Collected only for valid purposes that we have clearly explained to you and not used in
any way that is incompatible with those purposes.

3. Relevant to the purposes we have told you about and limited only to those purposes.
4. Accurate and kept up to date.

5. Kept only as long as necessary for the purposes we have told you about.

6. Kept securely.

Our legal basis for using your personal data

For prospective clients, suppliers and contractors, we will only collect, store, use, process,

transfer and disclose personal data in so far as it is necessary for our legitimate interests in
that we need the information in order to assess suitability for potential opportunities, to find
potential candidates and to contact clients and suppliers.

DesignArTech IT Services Limited,

e: admin@designartech.co.uk 6 The Old Quarry
t: +44(0) 843 289 6783 Nene Valley Business Park
i Oundle

PE8 4HN


mailto:e:
mailto:admin@designartech.co.uk
mailto:admin@designartech.co.uk
http://www.designartech.co.uk/

For clients we may also rely on the need for us to perform a contract for you, for example in
contacting you to discuss relevant vacancies and suitable candidates.

In the event that we need to collect and hold special category personal data about you such
as health information that you or others provide about you we always ask for your consent
before undertaking such processing, please see below.

What personal data will we collect from you?
We may collect, store and process the following categories of personal data:

1. Personal data you give us

You may give us personal data by filling in forms on our site or by corresponding with us by
phone, e-mail or otherwise. This includes information you provide when you register to use
our support portal, subscribe to our services, submit your CV to us and when you report a
problem with our site.

Here are some examples of the type of personal data you may give us:

e personal contact details such as name, title, addresses, telephone numbers, and
personal email addresses;

e date of birth;

e gender;

e next of kin and emergency contact information;

¢ National Insurance number;

e bank account details, payroll records and tax status information;

e recruitment information (including copies of right to work documentation, references
and other information included in a CV or cover letter or as part of the application
process);

e results of HMRC employment status check; and

e details of your interest in and connection with the intermediary through which your
services are supplied.

2. Special category personal data

We may collect and process special category or more sensitive personal data only so far as
is necessary to ensure we conform to legal or contractual requirements, such as equal
opportunities laws or obligations imposed upon us by our clients (to enable them to comply
with their own legal requirements). We must have your explicit consent to collect and store
such data. Special category data is any of the following:

e information about your race or ethnicity, religious beliefs, health or sex life, sexual
orientation and political opinions;

e trade union membership; and

¢ information about criminal convictions and offences.

3. Information automatically collected
We may also collect the following type of personal data when you visit our site(s):
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technical information, including the internet protocol (IP) address used to connect
your computer to the internet, your login information, browser type and version, time
zone setting, browser plug-in types and versions, operating system and platform; and

4. Personal data we receive from other sources

We use LinkedIn and job boards and their affiliate partners as publicly available sources of
personal data for opportunity and recruitment purposes. We may also receive information
about you by word of mouth, for example by a recommendation from a friend, former or
current employer(s) or former or current colleague(s).

How will we use your personal data?
We will only use your personal data when the law allows us to. Most commonly, we will use
your personal data in the following circumstances:

e: admin@designartech.co.uk

to make this available to our consultants in connection with our support processes,
unless you request otherwise;

if you have applied for a job the information you provide, including your CV identifying
you by name, will be used to determine your suitability for the position and, if
applicable, in determining terms of employment or engagement;

if required by law or for the purposes of our business requirements (e.g. to auditors
or third party service suppliers);

to provide you with information about other services and opportunities we offer that
are similar to those that you have already enquired about;

to contact you about industry and sector specific information that might be of interest
to you;

to deal with legal disputes involving you, or other employees, workers, contractors or
clients, including accidents at work;

to notify you about changes to our service;

to pay you and, if you are an employee or deemed employee for tax purposes,
deduct tax and National Insurance contributions (NICs);

to administer our site and for internal operations, including troubleshooting, data
analysis, testing, research, statistical and survey purposes;

to improve our site to ensure that content is presented in the most effective manner
for you and for your computer;

to allow you to participate in interactive features of our service, when you choose to
do so;

to personalise the content displayed on our website in order to present you with more
relevant jobs and content based on your interests;

as part of our efforts to keep our site safe and secure;

to measure or understand the effectiveness of advertising we serve to you and
others, and to deliver relevant advertising to you; and

to make suggestions and recommendations to you and other users of our site about
services that may interest you or them.
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How will we share or disclose your personal data?

We will not share your data to other parties without your consent unless done so in the line
of business operations such as when interacting with a supplier or third party who needs to
liaise with you directly. In this case only the relevant, required data will be shared

Additionally, we may share your personal data with selected third parties including:

¢ if we are under a duty to disclose or share your personal data in order to comply with
any legal obligation, or in order to enforce or apply our terms of use and other
agreements, or to protect the rights or property of our, our customers’ or others’
safety.

Where is your personal data stored?
All information you provide to us is stored on our secure servers.

We will do our best to protect your personal data, although as the transmission of
information via the internet is not completely secure we cannot guarantee the security of
your data transmitted to us; any transmission is at your own risk. Once we have received
your information, we will use strict procedures and security features to try to prevent
unauthorised access, misuse or loss.

If you suspect any unauthorised access to or misuse or loss of your data, please contact us
immediately using our contact details within the '‘Contact us?' section lower down on this web

page.

How long do we keep your personal data?
We keep your personal data in accordance with the following data retention periods:

Client personal data — 5 years since the last contact with you, where contact means addition
of your personal data to our database or there is a record of verbal or written communication
with you.

Contractor financial data — 7 years following the last payment made. Contractors includes
any 3rd party who we have made a payment to.

We will endeavour to permanently erase your personal data once it reaches the end of its
retention period or where we receive a valid request from you to do so. However some of
your data may still exist within our systems. For our purposes, this data will be put beyond
use, meaning that while it still exists on a system, it cannot be readily accessed by
operational systems, processes or staff.

Transfer of data outside of the EEA
Your personal data may be transferred internationally in the following circumstances:

¢ to clients within your country who may, in turn, transfer your data internationally; and
e to a cloud-based storage provider.

We want to make sure that your personal data is stored and transferred in a way which is
secure. We will therefore only transfer data outside of the EEA where it is compliant with
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data protection legislation and the means of transfer provides adequate safeguards in
relation to your data, for example:

e by way of data transfer agreement, incorporating the current standard contractual
clauses adopted by the European Commission for the transfer of personal data by
data controllers in the EEA to data controllers and processors in jurisdictions without
adequate data protection laws;

e by signing up to the EU-U.S. Privacy Shield Framework for the transfer of personal
data from entities in the EU to entities in the United States of America or any
equivalent agreement in respect of other jurisdictions;

e transferring your data to a country where there has been a finding of adequacy by the
European Commission in respect of that country's levels of data protection via its
legislation;

e where it is necessary for the conclusion or performance of a contract between
ourselves and a third party and the transfer is in your interests for the purposes of
that contract (for example, if we need to transfer data outside the EEA in order to
meet our obligations under that contract if you are a client of ours); or

¢ where you have consented to the data transfer.

Access to and correction of your information
Your duty to inform us of changes

It is important that the personal data we hold about you is accurate and current. Please keep
us informed if your personal information changes during your working relationship with us.

Your rights in connection with personal data
Under certain circumstances, by law you have the right to:

e request correction of the personal data that we hold about you. This enables you to
have any incomplete or inaccurate information we hold about you corrected;

e request erasure of your personal information. This enables you to ask us to delete or
remove personal data where there is no good reason for us continuing to process it.
You also have the right to ask us to delete or remove your personal data where you
have exercised your right to object to processing (see below);

e object to processing of your personal data where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular
situation which makes you want to object to processing on this ground. You also
have the right to object where we are processing your personal data for direct
marketing purposes;

e request the restriction of processing of your personal information. This enables you to
ask us to suspend the processing of personal data about you, for example if you
want us to establish its accuracy or the reason for processing it; and

e request the transfer of your personal data to another party.

If you want to verify, correct or request erasure of your personal information, object to the
processing of your personal data, or request that we transfer a copy of your personal data to
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another party, please contact us using the details in the 'Contact us?' section lower down on
this web page in writing.

You also have the right to:

e request access to your personal data (commonly known as a “data subject access
request”). This enables you to receive a copy of the personal data we hold about you
and to check that we are lawfully processing it.

¢ If you want to access your personal data, please email contact@DesignArTech-
its.co.uk detailing what information you require, and confirming your full name and
postal address as a way of confirming your identity.

We will confirm with you what the response date will be, which will usually be within one
month. We are entitled to refuse the request if it is deemed excessive or a repetition of a
previous request.

Changes to our privacy statement

Any changes we may make to our privacy statement in the future will be posted on this page
and, where appropriate, notified to you by e-mail. Please check back frequently to see any
updates or changes to our privacy statement.

Links to other sites

Our site may, from time to time, contain links to and from the sites of our partner networks,
advertisers and affiliates. If you follow a link to any of these sites, please note that these
sites have their own privacy policies and that we do not accept any responsibility or liability
for these policies. Please check these policies before you submit any personal data to these
sites.

Passwords

Where we have given you (or where you have chosen) a password which enables you to
access certain parts of our site, you are responsible for keeping this password confidential.
We ask you not to share a password with anyone.

How will we contact you?
We may contact you by phone or email.

You can update your contact preferences for DesignArTech IT Service Ltd by email or
telephone.

Any changes to your preferences will be updated within 30 days of your request.

How can you contact us?

To contact us with any queries around data or this privacy statement, you can contact us in
the following ways:

Post: DesignArTech IT Services.....

Email: admin@designartech.co.uk
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Please note we may keep a record of your communications to help us resolve any issues
which you raise.

How can you contact the supervisory authority?
The supervisory authority in the UK is the Information Commissioner's Office (ICO). You
can contact them in the following ways:

Phone: 0303 123 1113

Email: casework@ico.org.uk

Post: Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire,
SK9 5AF
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